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Thomas van der Berg, IT security specialist
Programmeren in JavaScript, C#, Python, C, Go (!)
OSCP, CEH

thomasvanderberg.nl




YACHT

a Randstad company

* Koppelt professionals & bedrijven

e Yacht stand -> Hacking challenge
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ZERODIUM Payouts for Desktops/Servers' wa N

Win RCE
Windows RCE: Remote Code Execution R
 macOs LPE: Local Privilege Escalation Wi
I Linux/BSD | SBX: Sandbox Escape or Bypas
H Any OS VME:Virtual Machine Escape B N S N
Chrome MS IS
RCE+LPE RCE

5001 T
M5 Qutlook  MS Elmhmuu
RCE

Adobe PDF WinRAR 7-Zip Windows
RCE+SBX RCE RCE LPE/SBX

a0 A |
Antivirus
RCE HCE

Edge Firafox ‘Word/ Excel
RCE+LPE RCE+LPE RCE

* All payouts are subject to change or cancellation without notice. All trademarks are the property of their respective owners. 2019/01 ©® Zerodium.com



Werkzaamheden van de verdediging:
Vulnerability scanning

Pentesting <--

Security research

Monitoring




Domeinen binnen security:
Websites <--

Interne netwerken

Binary exploitation
Windows

Linux

Andere unixen
Mainframes

Cisco




Web hacking 101




Web hacking workflow: 1. Enumeration

Rondbrowsen op website
Pagina’s, APIs, inputs enumereren
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Zoeken naar verborgen pagina’s
- HTML broncode, robots.txt, etc.

Begrijpen werking webapp (JavaScript, API endpoints, flow, ...)




Web hacking worklow: 2. vulns zoeken

Inputs:
“><img src=x onerror=alert()>

— gevoelige endpoints zonder cookies
proberen

- ?1d=1 -> ?id=2
- etc.




Web hacking workflow: 3. Exploiting

* Uitbuiten van gevonden é 3 .
kwetsbaarheden -‘ s a\‘\«ﬁp
* Proof of concepts S

* Meer controle krijgen over webapp




Web hacking workflow: 4. Rapporteren

Stappen herproduceren kwetsbaarheid
Screenshots, bewijs

Inschatting impact & moellijkheid
Aanbeveling




Voorbeeld

OWASP Juice Shop

Let’s find XSS




Burp Suite 3

* Probleem: Moderne websites veel achtergrond (AJAX, etc.)

* Oplossing: Intercepting proxy zoals Burp Suite
* Burp Suite features:

- Logging
- Manipulatie webverkeer
— Collectie handige tooling & extensies




Burp instellen:

* Proxy instellen
e HTTPS certificaat installeren
* Let's go!




Handlgheden Burp [ T: [ Pros 5 | Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Froject opt

Filter: Hiding out of scope and not found items; hiding image and general binary content; hiding dux responses

¢ hoop:J flabs-linux:B1

HTTP log - _ @ staissposi

aursbind abs-linux:81
Intercept

Repeater - 81 T feache/ons salmesagven_Quotd

“ Jsglifms

D /sqlijms

Intruder 2 | g

Encoder
Invisible proxying mode

Burp extensions




Burp extensions

Active++

CSP Auditor

Paramalizer

Reflected Parameters
Software version reporter
etc.




Kwetsbhaarheden
web




* Cross-site scripting:
“> <Img src=x onerror=alert()>

Meest voorkomende
kwetsbaarheid

Voorbeeld: via XSS Wordpress hacken




 SQL-injectie

Voorbeeld: PHP koop
site SQLI

LAEZ323:29) (ARFY] TELLALNY COLUMING LIRS POBYWOID, UDET, WMl 10 @ar
[11:33:58) [INFO] fetching entries of column(s) ‘password, user, user
[11:33:59] [INFO] analyzing table dump for possible password hashes
recognized passible password hashes in column ‘password® . Do you want
ck? [¥/nfq] ¥

[INFQ] lusing hash method ‘md5S generic passwd

[INFO] |resuming password '‘password’ for hash '5f4dcc3ibS5aate
[INFO] [resuming password 'charley® for hash °8d3533d75ae2¢3
[INFO] (resuming password 'abel23' for hash 'e99alBc428ch3sd
[INFO] [resuming password 'letmein® for hash °@d107de9f5bbed
[11:34:82] [INFO] POSTPpTOCEssing Lable gump

Ibatabase: dvwa

Table: users

[S entries]

| user id | user | password

| 1 admin | 5f4dccIb5aaT65d61dB32T7debBB2cT99 (password)
| 2 gordenb | e39al8c428cb38d57260853678922¢03 (abcl2l)

| 3 1337 | 8d3533d75ae2c3966d7ebddfcct9216b (charley)
| 4 pablo | 8d187d489f5bbeddcadeideScTle929b7 (letmein]
-] smithy | 5f4dcc3b5aaT65d61dB327debBB2c199 (password)
# ¥

[11:34:82] [INFO] table ‘dvwa.users® dumped to C5V file '/pentest/data
Vild USEers, csv'
[11:34:82) [INFO] fetched data logged to text files under '/pentest/da

shutting down at 11:34:82




« Command injectie

Vulnerability: Command Execution

Nagios RCE e

submit




e Authenticatiefouten

Authenticatie checks, sessie-ids

Voorbeeld: Platform met authenticatie per pagina




* Gevoelige data onvoldoende beveliligen

Technisch: robots.txt, error-berichten,
phpinfo.php

Privacy: achterliggende data-API is

open
Andrew |

This is it, Jimmy. The Secret Knowledge.
Inside, we might find the way to finally destroy The

Pulsating Mass.

Voorbeeld: app, .git




e XML External Entities

bol.com hack -> Jonathan Bouman

<?xml version="1.0" ?>

<!DOCTYPE passwd [

<!ELEMENT passwd ANY=>

<!ENTITY passwd SYSTEM “file:///etc/passwd”>
1>

<passwd>&xxe;</passwd>



e Access control

Bij andermans data kunnen (te open API)

Voorbeeld: app, geen GET wel POST op API




e Security misconfiguratie

Directory listing, default wachtwoord, etc.

Voorbeeld: 12 sites - 1 met admin/admin, CMS
opnieuw Installeren




e Deserialisatie

PHP Serialized Object

PHP, Java, soms Python

Kan leiden tot remote code
execution!

Voorbeeld: WebSphere




 Componenten met bekende kwetsbaarheden

Exploit-DB, Metasploit, CVE Detalls, bug trackers,

etc.
%“EXPLOIT
DATABASE

Voorbeeld: Eternalblue




e Path traversal

getfile.php??file=../../../etc/passwd

Voorbeeld: PHP fopen, readfile




OWASP testing guide: H4 testing checklist
Penetration Testing (Weidman)
Web Application Hacker’s Handbook (Stuttard)

OverTheWire natas
HackTheBox

OWASP Juice Shop

OSCP
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